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1 Context

1.1  TheDnline Safety in Education w S piblisied2December 2015et out the UK@IS (UK
Council for Child Internet Safetya body set up by government to share best practise between
government, charitiesacademia and industry guidance orgood practisdor taking a strategic
approach to the fture development of ICT safety educationthe UK.

@ KS AYUGSNySat Kra Fy SaaSyidiart NBES (2 LI
bring risks, which is why we must do everything we can to help children stay safe

onlineq at school and at home. This includes ensuring young people know how

to use the internet responsibly and that parents and teachers have the right
measures in place to keep childreafe from explaation or radicalisation. We

must provide helpful support and information for professionals and parents so

we are all equippetb help protect children in this digital age.

The UK Council for Internet Safety (UKCIS) is the successor to the UKCCIS, with an
expanded scope to improve online safety for everyone in the UK. Our schools follow
UKCIS guidance to keep children and ygoeaple safe online.

This is reflected in the EMET Safeguarding and Child protection policy.

1.2 Keeping Children Safe in Education @0&ts out how schools, organisations and individuals
should work together to safeguard and promote the welfare afdrken. Specific online safety
content has been added and strengthened in part Two to ensure online safety is viewed as part
2T | aOK22tQa adl ddzi2aN®E &l FS3dzZr NRAY3I NBaLRy:
Part Two signposts DSLs and school leaders to thaVDff N Fdzf 2y f Ay S OKI f
| 2 ESEQ 3IdzZARIFyOS LJz2of AaKSR CSONHzZE NE HAHM
Keeping Children Safe in Educat&iX23makes clear thathe designated safeguarding lead takes
lead responsibilityfor online safetyn school.

1.3  Safeguardingrad promoting the welfare of children includes

{ protecting childrerfrom maltreatment, neglect, violence and sexual exploitation

T t NEGSYyidAy3a GKS AYLI ANXNSYG 2F OKAfRNBYyQa YS

1 Keeping childresafe from accidental injury and death

{1 Protecting childrerfrom bullying and discrimination

1 Keeping childresafe from crime and anBocial behaviour in and out of school

1 Ensuring that children grow up in circumstances consistent with the provisioafefasid
effective care

1 Protecting childrerirom radicalisation

{1 Taking action to enable all children to have the best outcomes

14 adzOK 2F GKSasS |Aya |LWXe Sldatte G2 GKS wg
encounter whenever they use IQTits various forms. For example, we know that the internet
has been used for grooming children and young people with the ultimate aim of exploiting them
sexually; we know that ICT can offer new weapons for bullies, who may torment their victims via
websites or text messages; and we know that children and young people have been exposed to
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1.6

1.7

1.8

2.1

inappropriate content when online, which can sometimes lead to their involvement in crime and
anti-social behaviourOther dangers include:

Access to illegal, harmful arappropriate images or other content

Unauthorised access to / loss of / sharing of personal information

¢CKS AKFENARY3I k RAAUGNAROdzIAZ2Y 2F LISNE2YLFE AYL
Inappropriate communication / contact with others, inclag strangers

Access to unsuitable video / Internet games

An inability to evaluate the quality, accuracy and relevance of information on the Internet
Plagiarism and copyright infringement

lllegal downloading of music or video files

The potential for &cessive use which may impact on the social and emotional development
and learning of the young person.

=4 =4 8 8 4 -4 -9 -9 -9

Many of these risks reflect situations in the-bffe world and it is essential that thagline safety

policy is used in conjunction with othechool policies (e.g. behaviour, abtillying and child
protection policies).It is impossible to eliminate risks completely. It is essential, through good
SRAzOF A2yl f LINP@GAAAZ2YS (2 0dzAf R LlzLIAf aQ NBa
that they can face them with the skills and confidence to deal with them.

It is the duty of our schoselto ensure that every child in our care is safe, and idtentical
LINARYOALX S&a aK2dzE R F LI & G2 GKS WOANIdzZ f Q 2NJ
buildings.

This wlicy document is drawn up to protect all partieshe students, the staff andchoolsand
aims to provide clear advice and guidance on how to minimise risks and how to deal with any
infringements.

There has been an increased use oftechndlogh & | G22f G2 FFOAtAGFGS
learning. KCSIE 2BZontinues to strengthen the important message of online safety being
recognised by all schools and colleges as a key, safeguarding consideration and provides
important information ad guidance to ensure that all school leaders take the necessary steps to
protect their communities online.

The technologiesmvolved

ICT in the15tCentury has an alncompassing role within the lives of children and adults. New
technologies are enhancing communication and the sharing of information. Current and
emerging technologies used in school anthre importantly in many cases, used outside of
school by childremayinclude:

The Internet

e-mail

Instant messagingrovidersoften using simple webcams

Al eg Chat GPT

Blogs (an online interactive diary)

Podcasting (radio / audio broadcasts downloaded to computer or MP3/4 player)
1 Social networking sites (Populdiwitter, Instagram, Facebook, Snapcligit ok)

=A =4 =4 -4 -4 4
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Video broadcasting sites (PopuldiouTubg

Chat Rooms (Poputareenchal

Gaming SitesRopular:Miniclip, Minecraft

Music downloadand streamingsites (PopularApple iTunes, Spotify

Mobile phones with camera anddeo functionality

Smart phonesvith e-mail, web functionality, instant access to social networks and video
conferencing).

Other technical devicewith internet capabilities

3 Whole school approach to the safe use of ICT

3.1 Creating a safe ICT learning environment inclddesmain elements abur schools

3.1.1 An effective range of technological toateluding

1 Anindustry standard internet filter on all email and internet use. The filter will

maintain an upto-date live database blocking material including; pornography;

inappropriate imagery; radicalization; social media anchinal behaviour;

Clearly flaggedwiting of staff and student ICT use while in school;

All EMET schools follow the Department for Education guidandiéterng and

monitoringstandards for school§ his is reflected in our Safeguarding and Child

Protection policy

Full DfE Guidance cae iound herefiltering and monitoring standards

f Thedesignated safeguarding legdA £ £ O NNB 2dzi 'y | yydz €
Filtering and Monitoring provision

1 Trust recommended solution providers are: Senso, Smoothwall, Barracuda but
other solutions are acceptable.

= =

3.1.2 Policies angbrocedures, with @ar roles and responsibilities;

3.1.3 A shared understanding of safe and responsible us€Tgfthe internet and devices.

ForSecondary, he signing of a schookéeptable Use Polidyy studentgan example
of which is iMAppendix 2)and education as to why such a document is necessary.

3.1.4 Controls around the use of mobile phones ateVicesn school.

Sudentscan bring mobile phones to school from the point where a student has
parental permission to walk home alone. The school will set out procedures for
collection and secure storage of phones during the day and return on leaving.
Therebypreventing the dissemation of unfiltered content while at schaol

3.1.5 A comprehensiv®nlineSafety education mgramme for students, staff and parents

5|Page

1 Students: \a the core IC€urriculum tutorial activities,PSHE and Assembly;
1 Staff: via Staff Induction and ti&taffHandbook;
1 Parents: vidhe website Parent communication platforr& Parent Handboak
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https://www.gov.uk/guidance/meeting-digital-and-technology-standards-in-schools-and-colleges/filtering-and-monitoring-standards-for-schools-and-colleges

4.1

4.2

4.3

4.4

4.5

Roles and Responsibilities

Onlire Safety is recognised as an essential aspect of strategic leaderglaighrschochnd the
PrincipalHead Teacheraims to embed safe practices into the culture of the school. The
Principal/Head Teachensures that tle policy is implenented and complianceith the policy
monitored. Thedesignated safeguarding lead takes lead responsibility for online safety in each
EMET schooThis includes understanding the filtering and monitoring systantsprocesses

in place.

EachOnline Safety Coordinatorensures they keep up to date withnline sfety issues and
guidance through liaison with the Local Authori@nline Safety Officer and through

organisations such as The Child Exploitation and Online Protection fCE@¢Ha OK2 2 f Q&

OnlineSafgy Goordinator ensures all appropriateodies are updated as necessary.
We ensure oufGovernorsare aware of our local and national guidanae OnlineSafety.

431 All governors and trustees should receive appropriate onlirsafety
information/training as part of their Safegrding and child protection training. This will
form part of new governor/trustee induction and will be regularly updated.

4.3.2 Governors and trustees will ensure that sctediave appropriate filtering and
monitoring systems in place and thataders and relevant staff havegaod awareness
and understanding of thm and regularly review their effectivenesghey will check
that staff know how to escalate concerns when idiietd.

4.3.3 Governors wittonsider the age range of children in the schawid liaise with the
designated safeguarding lead to gain a sense of the children who are potentially at
greatest risk of harm and how often they access the IT system soatithtional
safeguarding measures can be implemented if and when required.

Allteachersare responsible for promoting and supporting safe behaviours in their classrooms
and following schoabnline sfety procedures. CentraltothisB& 0 SNA Yy 3 | Wb 2
so pupils feel able to report any bullying,.ete or inappropriate materials.

All staff should be familiar withthe policy including:

1  Safe use of enail;

1  Safe use dtfhe Internet including use of interndbased communication services,

such as instant messaging and social network

Safe use athe school network, equipment and data;

Safe use of digital images and digital technologies, such as mobile phones and

digital cameras;

i Guidance on th@ublication of pupil information/photographs and use of
websites;

1  Cyberbullying procedures;

T
1
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Their role in providingonline safety education for pupils;
Taking relevant measures to ensure tipagrsonal data is not shared with a wider
audience.eg locking a laptop when leaving it and not displaying personal data on
a SMART Board.
4.6  Staff arereminded aboutonline safety mattersvia the Staff Handbookt least once a
year.Staff briefings and safeguarding updates throughout the year keepfatff
informed and vigilant.

E R

4.7 Parents will receive regular communications from schools to reinforce the importance
of children and young people being kept safe online.

5 Social Mediandonline-Safety

5.1 The use of Social Media at home often intrudesschool life. While an extoadinary resource
it can also be used in ways that act contrarytte spiritand messagé ¥ G KS WY SSLIA y 3
Safe in EducatioR023 document.

5.2  The Education and Inspections Act 2006 empowers keachergprincipals to such extent as
is reasonable, to regulate the behaviour of students / pupils when they are off the school site
and empowers members of staff to impose disciplinary penalties for inappropriate behaviour.
This is pertinent to incidents of cybbullying or otheronline sfety incidents covered by this
policy, which may take place out of school, but is linkeanembership of the school. The
majority of these issues are linked to Social Media use.

5.3  Schoolsxpect that students will continue to show respect to other members of the school
community when off site. To clarify this point:

1 Students should not bullyntimidate, abuse, harass or threaten other members of the
school community.

1 Students should not installininstall,download,uploador in any way alter school
software.Some actions may constitute illegal cyber activity aigber police
involvement.https://www.eastmidlandscybersecure.co.uk/cybehoices

1 Students should not post content that is hateful, threatening, pornographic or incites
violence against others.

1 Students should not impersonate or falsely represent other members of the school

community.

Students are expected to show respect to the good reputatibtine school and its staff.
Students should ndilm, record or photograph members of the school community
without their express permission, and that of the school.

= =

5.4  The schoobehaviour policy states that devices can be seized, searched and deleted if the
school believes the images or recordings could be used to do harm.
Searching Screening Confiscation Guidance July 2022

6 How will complaints regardingnline Safety be handled?
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https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1091132/Searching__Screening_and_Confiscation_guidance_July_2022.pdf

6.1

6.2

6.3

6.4

All schook take al reasonable precautions to ensuomline Safety. However, owing to the
international scale and linked nature of Internet content, the availability of mobile
technologies and speed of change, it is not possible to guarantee that unsuitable material will
never appear on a schoobmputer or mobilalevice.Schoolgherefore cannot accept liability

for material accessed, or any consequences of Internet access.

Staff and pupils are given information about infringements in use and possible sanctions.

Sanctions available include:

1 interview / counselling by tutor those with pastoral responsibilityOnline-Safety
Coordinator/designated safeguarding leamt a member of senior staff

1 informing parents or carers;

1 removal of Internet or computer access for a period, [which could ultimately
prevent access to files held on the system, including examination coursework];

1 Referralto the external support services

Ourdesignated safeguarding leadts as first point of contact for any complaint. Any
complaint about staff misuse is efed to thePrincipalHead Teacher

Complaints of cyberbullying areldd & A G K Ay | OO 2ANtBullyirg Boligg.A (i K |
Complaints related to child protection are dealt with in accordasicd (4 K (G KS & O0OK?2
Safeguarding and Childd®ection procedures.
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Appendixl - Websites for parents and carers

AbilityNet

AbilityNethelps disabled adults and children use computers and the internet by adapting their
computer equipment.

https://abilitynet.org.uk/

Anti-Defamation League

The AntiDefamation bague helps fight antsemitism, extremism and hatred. They have a

FNBES FAE{GSNI GKIFG @&2dz Oy R2gyf2FR OFffSR GKS U
KFGS aAiSaed ¢KSe |ftazakKbgARKS ag80lrady Oyt &R Wy
https://www.adl.org/

ChildNet International

This website can be used for teenagers. It focuses specifically on the risks in all interactive
services where young people can meet wither people, including chatooms, mobile
phones and online games. It has lots of case studies and good advice.
http://www.childnet.com/youngpeople/secondary

Child Exploitation and Online Protection Centre

The child exploitation and Online Protection (CEOP) Centre works across the UK and
maximises international links to deliver a holistic approach that combines police powers with
the dedicated expertise of [miness sectors, government, specialist charities.
http://www.ceop.gov.uk/

/| KAt RYSGQ&a YARAYI NI

KidsmartK I & | LI NBydaQ aSoOodtArzy gAIGK | VesdaS 2F ||
BSNEAZ2Y & 2PYYVKGdsedidniMiBH dadi @ watched and listened to as well as

fact sheets on specific issues like spam.

https://www.childnet.com/resources/lookindor-kidsmart/

Cyber Choices Programme

This is a national programmeo-ordinated by the National Crime Agency to help people
make informed choicgand use their cyber skills in a legal way
https://www.eastmidlandscybersecure.co.uk/cybehoices

NHS

For more informationon how to protect your child from cyberbullying see the following
website run by theNHS

http://www.nhs.uk/Livewell/Bullying/Pages/Cyberbullying.aspx

GetSafeOnline

GetSafeOnlings a new website which focuses on online security and protection issues. It
contains advice about firewalls, spyware and antivirus protection as well as how to protect
your child.

Get Safe Online | The UK&alding Online Safety Advice Resource
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Kidscape

For parents, guardians or concerned relatives and friends of bullied children, the charity
Kidscape offer a hotline for advice with trained for counsellors. The Helplinailslae on
08451 205 204 Mathay-Friday from 10.00ard.00pm.

www.kidscape.org.uk

Think U Know

This website is created by the Child Exploitation and Online Prote@@iB®P) Centre and
contains loads of information on how to stay safe online. All hot topics are cogenetuiding
mobiles, blogging and gaming sites.

http://www.thinkuknow.co.uk/

UKCIS

TKS ''YQ&a [/ 2dzy OAf T 2Karmed/by Sdvdfrnénas{alcofie®arative badyy / L { 0
sharing expertise from a range of organisations in the tech industry, civil society and public
sector. Their sole aim is to ensure safer use of the inteeaticularly for children and young

adults and to make the UK the safest place to be online.

UK Council for Internet SafetysOV.UK (www.gov.uk)

TECHNICAL SOLUTIONS

Ad-Aware Spyware is designed to go unnoticed. Lavasoft'shdre is a program you can
download to look for spyware and adware on your computer and delete it.
Adaware: The Best FREE Antivirus & ad block

Firewalls

Another way to stop advertising services like pgys is to install a firewall. Products such as
AVGor BitDefendemill let you know when software on your system is trying to send data out
to the internet and block it. Although th may sound like an extreme solution for your home
PC, a firewall is arguably the best ongoing protection against this kind of invasion of privacy.
You can download AV@ Bitdefenderfor free from the internet.

www.avg.om
www.bitdefender.com

Windowsmn o6 a8 SR t -lodded withavid®dwslDsiEhder.
http://windows.microsoft.com/engb/windows10/getstartedprotect-your-pc
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Appendix 2 Student Guidelines for Acceptable Use of ICT

Chellaston Infant and Junior Schools

ICT AUP(Acceptable Use Policy)

Chellaston Junior SchobINE A RS& L/ ¢ NBa2dzNDOSa F2N) addzRSyda
specialist software, access to the internet, a virtual learning environment, shared group
resources, school email and printing. This continues to bring huge diversity to our curriculum.
Students also have access to the full library of school resources and homeworks externally,

along with all their own files and documents via the virtual learning environment (Moodle).

ICT resources are provided and maintained for the benefit of allestisgd and you are

encouraged to use and enjoy these responsibly and help to ensure they remain available to

all.

Equipment and School Network

1 DoNOT:nstall, uninstall, download, upload or alter any school software

1 There is no need for a memory stick aatess to them is disabled

1 Damaging, disabling, harming the operation of computers or intentionally wasting
resources is NOT permitted

1 Computers and all associated hardware, cables, keyboards, mice, monitors, printers
etc. should be left in full workingrder (as you found them) and any malfunctions
reported to the teacher immediately

1 Protect computers from spillages /damage / germs / dirtNi®T:eating, drinking or
chewing gum in ICT rooms

Security and Privacy
f Protect yourself by keeping yowd} 3 8a 62 NR O2yY FARSYGALFIET ySOSNI
login name or password
1 Use of Al (Artificial Intelligence) is seen as a tool for education purposes only. Misuse
of Al will be classed as breaching this AUP
1 Other computer users should be respected and shoudtl be harassed, harmed,
offended or insulted
Once a student has logged in to a computer, only that student should be using it
To protect yourself and the systems, you should respect the security on the computers;
attempting to bypass, alter or in any waaccess areas of the system which are
restricted, is NOT permitted
9 If you suspect your account security has been compromised in any way, you should
report it to your teacher immediately. Knowingly allowing others to use your account
for whatever purposes NOT permitted

= =
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